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ACTION MC-02 

INFO OCT-01 ARA-16 ADP-00 AEC-1 1 CIAE-00 PM-07 INR-10 

NSAE-00 RSC-01 RSR-01 /049 W 

116261 

R 171820Z AUG 73 
FM AMEMBASSY BRASILIA 
TO USCINCSO QUARRY HTS J-5 
INFO DA DALO-ILS-B 
SECSTATE WASHDC 9231 
SECDEF WASHDC DSAA/ASD/ILSA/LA 
COMUSARSO SCARMA-M 
USMILGP RIO DE JANEIRO 

CONFIDENTIAL BRASILIA 5317 

E.O. 11652: GDS 
TAGS: MASS BR 

SUB J : RELEASE OF CLASSIFIED INFORMATION 

REF: A. DA MSG DTG 061802Z AUG 73 

B. DA MSG DTG 081743Z AUG 73 

C. AR 380-10 

FROM COMUSMILGP RIOD DE JANEIRO BRAZIL //SCBRAR-M// 

1. REF A IS A REQUEST FROM DA FOR JUSTIFICATIONAS 
BASIS FOR EXCEPTION TO NATIONAL DISCLOSURE POLICY FOR 
RELEASE OF INFORMATION CONCERNING THE IMPROVED HAWK 
BY THE RAYTHEON COMPANY TO THE GOVERNMENT OF BRAZIL. 
REFERENCE B IS A SIMILAR REQUEST FROM DA FOR RELEASE 
OF INFORMATION CONCERNING THE TOW SYSTEM BY HUGHES 
AIRCRAFT COMPANY. 

2. THE FOLLOWING INFORMATION IS PROVIDED IN ACCORDANCE 
WITH REF C AND KEYED TO THE APPROPRIATE PARAGRAPHS OF APP E, 
AR 380-10: 

A. PARA E3,A- (ORIGIN OF THE REQUEST). THESE REQUESTS 
ARE U.S. INITIATED. RAYTHEON IS PLANNING TO DISPLAY THE 
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HAWK SYSTEM AT THE SAO PAULO AIR SHOW (14-23 SEP 73), PRE- 
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CEDED BY A BRIEFING FOR THE BRAZILIAN MILITARY. THE 
BRAZILIAN MILITARY HAVE INDICATED A STRONG INTEREST IN THE 
PROPOSED DISPLAY AND BRIEFING. HUGHES AIRCRAFT DESIRES TO 
RELEASE A CONFIDENTIAL BROCHURE TO THE GOVT OF BRAZIL, REXXB. 
BOTH RAYTHEON AND HUGHES AIRCRAFT COMPANIES HAVE AN INTEREST 
IN THE PROPOSED DISCLOSURES. 

B. PARA E3.B. (RATIONALE BEHIND THE PROPOSED EXCEPTION). 

THE BRAZILIAN MILITARY HAVE A HIGH INTERST IN ALL MISSILE 
SYSTEMS, PARTICULARLY GROUND-TO-AIR AND GROUND-TO-GROUND. 
THE BRAZILAIN MILITARY IS STUDYING SEVERAL MISSILES TO WHICH 
THEY HAVE BEEN PROVIDED ACCESS TO INCLUDE THOSE OF EUROPEAN 
THIRD COUNTRIES. IN THIS RESPECT IT IS IMPORTANT TO HAVE 

AS MUCH INFORMATION AVAILABLE FOR THEIR CONSIDERATION AS 
POSSIBLE. THE DISPLAY OF HAWK AT THE SAO PAULO AIR SHOW 
WILL BE AN EFFECTIVE MEANS TO MAINTAIN U.S. EQUIPMENT 
VISIBILITY. A SIMILAR DISCLOSURE HAS BEEN MADE TO THE GOB 
IN THE CASE OF THE VULCAN-CHAPPARAL SYSTEM. THE PROPOSED 
REQUEST WOULD LOGICALLY LEAD TO OTHER REQUESTS FOR INFORMA- 
TION CONCERNING AIR DEFENSE COMMAND AND CONTROL EQUIPMENT, 
THE TOW SYSTEM AND OTHER U.S. MISSILE SYSTEMS. 

C. PARA E3.C. (BENEFITS ACCRUING TO THE 

UNITED STATES). PRINCIPAL BENEFITS WOULD BE IN ABILITY 
TO RESPOND FAVORABLY TO BRAZILAIN REQUESTS, 

PROMOTE STANDARDIZATION, AND PREEMPT FOREIGN MILITARY 
INFLUENCE. THE U.S. BALANCE OF PAYMENTS WILL OBVIOUSLY 
BENEFIT FROM ANY SALE DERIVED FROM RAYTHEON AND HUGHES 
COMPANIES' EFFORTS IN BRAZIL, AS WELL AS THE COMPANIES 
THEMSELVES. 

D. PARA E3.D. (SECURITY IMPLICATIONS). BRAZILIAN 

MILITARY PROCEDURE FOR THE SECURITY OF CLASSIFIED INFORMA- 
TION CLOSELY PARALLELS THAT OF THE UNITED STATES. 

E. PARA E3,E. (TIMING OF THE PROPOSED DISCLOSEURE). 

THE REQUESTED EXCEPTION WOULD BE USED IN THE IMMEDIATE FUTURE 
IN CONNECTION WITH BRIEFINGS BY THE RAYTHEON AND HUGHES 
AIRCRAFT COMPANIES. THE ITEMS ARE IN THE U.S. OPERATIONAL 
INVENTORY AND HAVE BEEN DISPLAYED OVERSEAS BY THE U.S. 

AND OTHER COUNTRIES. 

F. PARA E3,F. (SUPPORTING INFORMATION). IT IS THE 
OPINION OF THIS MILGP THAT IT WOULD BE POTENTIALLY 
EMBARRASSING TO THE U.S. IF THE INFORMATION WAS NOT RELEASED 
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TO THE GOB. IT IS COMMON KNOWLEDGE TO KEY GOB MILITARY 
THAT THIS INFORMATION HAS BEEN MADE AVAILABLE TO THIRD 
COUNTRIES. THIS COMMAND FURTHER BELIEVES THERE IS A KEEN 
INTEREST IN THE BA GENERAL STAFF TO MODERNIZE THE BA AIR 
DEFENSE AND ANTI-TANK CAPABILITIES WITH THE OVERALL 
MODERNIZATION OF THE ARMY AND, WHERE POSSIBLE, MAINTAIN 
ITS U.S. ORIENTATION IN EQUIPMENT AND DOCTRINE. 
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3. THE U.S. AMBASSADOR TO BRAZIL HAS REVIEWED THE 
ABOVE AND CONCURS IN THE RELEASE OF THIS INFORMATION TO 
THE GOB. 

CRIMMINS 
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Automatic Decaptioning: X 

Capture Date: 01 JAN 1994 

Channel Indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: INFORMATION SECURITY, MISSILES, AIR SHOWS 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 17 AUG 1973 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: garlanwa 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1973BRASIL05317 
Document Source: CORE 
Document Unique ID: 00 
Drafter: n/a 
Enclosure: n/a 

Executive Order: GS GRIMMINS 
Errors: N/A 
Film Number: n/a 
From: BRASILIA 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1973/newtext/t19730832/aaaaaxip.tel 

Line Count: 119 
Locator: TEXT ON-LINE 
Office: ACTION MC 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 3 

Previous Channel Indicators: 

Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: n/a 
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Review Action: RELEASED, APPROVED 
Review Authority: garlanwa 
Review Comment: n/a 
Review Content Flags: 
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Review Event: 
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Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
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Secure: OPEN 
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